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QUYET DINH
Ban hanh Quy dinh vdn hanh an toan trung tam dir licu TTXVN

GIAM DOC TRUNG TAM KY THUAT THONG TAN

Cin cir Quyét dinh s6 74 ngay 18/02/2016 cta Tong giam doc TTXVN vé
viéc ban hanh Quy ché cong tac cua Trung tim K¥ thuit thong tan;
Can cir Quvét dinh s6 13/QP- TTX caa Tong giam doc TTXVN ngay
20/8/2009 ban hanh Quy ché bao mat hé thong thong tin:
Theo dé nghi cia cac Trudmg phong: Quan |y an toan mang théng tin, Quan
tri hé thong va Nghién ciru img dung.

QUYET DINH:
Di¢u 1: Ban hanh kém theo Quyét dinh nay Quy dinh vé van hanh an toan trung
tam dir liéu TTXVN
Diéu 2.Cac ng ba Truémg phong Quan Iy An toan mang thong tin, Trixamg phong
Quan tri h¢ thong va Phé truéng phong phu trach Phong Nghién ciru img dung
chiu trach nhiém thi hanh Quyeét dinh nay.
Piéu 3. Quyét dinh ¢o hiéu luc ké tir ngay 01/10/2016/.

Naoi nhan:
- Nhur Bien 2;
- Luu P Tong hop
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FHONG TAN N VIET N AM CONG HOA XA HOICHL NGHIA VIET NAM
TRUNG TAM KY THL AT Dée lap - Tu do - Hanh phiic
THONG TAN D

QUY PINH
Van hanh an toan Trung tim dir liéu TTXVN

(Ban hanh kém theo Quyeér dinh s6 349 ‘OD-TTKT ngay 20 thang 9 nam 2016
cua Giam doc Trung tam Ky thudt thong tan

Diéu 1: Déi tuong ap dung.
Can bg, nhan vién, nguéi thao tac kv thuét thudce:

- Phéng Quan tri hé thong.
Phong Nghién ciru timg dung.
Phong Quan 1¥ an toan mang théng tin,
- Cac doi tac tham gia xay dung, van hanh hé théng k3 thuit do Trung 1am K¥ thuat | -
thdng tan quan ly. \
Diéu 2: Pham vi diéu chinh
Van ban nay dua ra nhimg quy dinh, huémg din chung vé viéc van hanh, thao tic
an toan doi vai cac may chu va thiét bj tai Trung tam dir liéu TTXVN 656 5 Ly Thuong
Kiét va cac diém hosting.
Muc dich cda quy dinh nay nham tang kha ning dam bao an 10an théng tin cho
h¢ thong cic may chu va thiét bi cua TTXVN.
Diéu 3: Gidi thich tir ngir
Thiét bj an toan théng tin mang: La phén cimg, phin meém duoc thiét 1ap phuc vu

muc dich dam bao an toan, an ninh trén mang. Bao gom: thiét bi trang Iira, hé
thong phat hién chong tan céng, va céc thiét bi chuyén dung cho an toan thong
tin.
May chu van hanh: La may chi dang hoat déng phuc vu tac nghiép
- My chu phit trien: La may chii phuc vu riéng cho cong té¢ nghién ctru va phat
trién.
May tinh quan trj dac guyeén: La may tinh diing riéng cho cong tac quan tri he
thong.
May tinh kiém thir an toan thong tin: L may tinh ding riéng cho céng tac kiém
thir an toan théng tin.
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Dicu 4. Dai vai cae tac vy quan tri hé thong

Nguwo trie tép thao 1a¢ dd v O hay ¢hl, cac thiet b an toan thong 1in phat thue
hién dung quy dinh. guy trinh va ¢chiu trach nhiém vé van de dam bao an toar
thong tin trong khi thao e,

Mdi quan tri vién phai duoc cap va sir dung mot tai khoan dang nhap duy nhit.
khang ding chung tai khoan. Tai khoan phai co ma kr.:u dam bao an toan theo

quv dinh. dinh ky phai tién hanh thay doi mat khau

Chi duoc thue hién remote access thong qua cac may tinh guan tr] ddc quyén,
Chi duoc thue hién cac tac vu c6 thay doi h¢ thong truc tiép trén may chu, thiét
bi hodc thong qua may tinh quan tri dic quyen.

Chi sir dung & cimg di dong, & USB da duge cap khi thao tac: Khong duoc st
dung cac thiét bi nayv cho cac thao tac khong lién guan 1o may chu; Bao quan
thiét bi ding not quy dinh.

Viéc cai dat phan mc_m 1én may cha van hanh phai duoc su déng v cta Truémg
phong Quan tri he thong.

Diéu 5: Pdi voi thiét bi an toan thong tin mang.

Phai thiét lap theo cac policy base khi trién khai theo cac mau duoc quy dinh.
Thay déi céc tai khoan, mét khiu méc dinh cia thiet bi.

Khéng cho phép mé cac cong quan tj (htp, hitps, telnet. ssh,...) thong qua méi
truomg Internet cong cong.

Cip nhit diy di cac ban va, nang cp hé diéu hanh khi du diéu kién. -

Cé phuong an dam bao an toan thong tin doi véi cac thiét bj bat bue phai quan
tri trén moi Internet.

Dleu 6: Don vi cac tac vu phat tnen, chinh stra phan mém trén cac he lhong co két
ndi trwe tiép Internet.

Thiét lap trude wén may chu phat trién (néu o).

Trrée khi trién khai, phai kiém thir an toan thong tin trén may kiém thir, gl két
qua dén Phong Quan ly an toan mang thong tin.

Phong Quan Iy an toan mang théng tin ¢d trach nhiém phan héi trong vong 24
aio.

Didu 7: Déi véi dai tac khi thwe hién cac tac vy lién quan dén may chi, cac thiét bi
an toan thong tin

Néu thure hién tir xa:

Thuc hign dung Quy trinh Quan Iy truy cé@p VPN,
Chi duoc két ndi VPN 161 cac may tinh quén tn dac quy én dé thuc hién.
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(an bo truc hé thong cé nhiém vu ghi vao s6 truc va chay phan mém ghi tac vu
man hinh.

Neéu thuce hién truc tiép:

- Thuc hién ding Néi quy ra, vao phong may chu.

- Phai dugc su dong y cua quan ly phong chire nang. Cac ong (ba) quan ly phong
chirc nang lién quan cé trach nhiém ctr nguoi giam sat va chiu trach nhiém.

- Thuc hién nhu diéu 4.

Dieu 8: Doi voi cac may tinh quan tri dac quyen
- Céc may tinh quan trj dac quyen chi dugc dat tai Phong truc diéu do.

- Viéc cai dat thém cac phan mém trén mdy tinh quan tri phai duoc su dong y cua
Trudmg phong Quan tri hé thong.

Diéu 9: P6i voi may tinh kiém thir

Phong Quan ly an toan mang théng tin chiu trach nhiém vé viéc dua ra cac tiéu
chuan, quy trinh va phan mém kiém thir trén may tinh kiém thu.
Diéu 10: Truong hop dic biét

Trong cac truong hop khan cép hoac dic biét, khong thé ap dung céc quy dinh trén
thi phai duoc su dong y, phé duyét ctia Ban giam doc.
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